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MWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUACKOWU ®EQEPALIMA

OENAPTAMEHT FrOCYQAPCTBEHHOW MOJIUTUKN B COEPE
OBLUEIN0 ObPA3OBAHUA

MMCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUN UHPOPMALINA

JlenapTaMeHT rocyAapcTBEHHOM MONUTUKU B cepe obiero odpasoanus MunoOpHayku Poccun
HaIpaBJIseT AJis CBEJEHUs pa3paboraHHble BpemenHnoii komuccueil Coera ®enepanuu 1o pa3BUTHUIO
MH(GOPMALIMOHHOTO O0O0LIecTBa METOAWYECKHE PEKOMEHJAlMU O pa3MEIIeHUU Ha MHPOPMALMOHHBIX
CTEeHJIaX, oumaIbHBIX MHTEpPHET-caTax u IPYTux MH(POPMALIMOHHBIX pecypcax
00111€00pa30BaTENIbHBIX OpraHU3alUi U OPraHOB, OCYIIECTBISIOIINX yIIpaBiieHUe B cepe oOpa3oBaHus,
nHpopManuy o0 6e30MaCHOM MOBEICHUH U UCTIONB30BaHuM ceTH "MHTepHeT".

Hupekrop [emapramenra
A.EIIETPOB

ITpunoxenue

METOANYECKUE PEKOMEHOALIUU
O PASMEWEHUN HA UHOOPMALIMOHHbLIX CTEHAAX, O®ULUUATIbHbIX
WHTEPHET-CAUTAX U APYIT'MX UH®OPMALIMOHHbIX PECYPCAX
OBLEOBPA3OBATEJIbHbIX OPFAHU3ALMA 1 OPITAHOB, OCYLLUECTBNAOLWMX
YNPABJIEHUE B C®EPE OBPA30OBAHUA, UHOPOPMALIMXN O BE3OMNACHOM
NOBEAEHWU U UCTNOJIb3OBAHUU CETU "MHTEPHET"

OkcnepramMmu W ujneHamu BpemenHnoil komuccun Cosera @ezpepalii 1O  Pa3BUTHUIO
MH(POPMALIMOHHOTO OOIEeCTBA B pPaMKax BBIOJHEHUS PEKOMEHIAUMN MapJaMEeHTCKUX CIyIIaHui
"AKTyaJlbHbIE BOMPOCHI OOECTeYeHHs] O€30MacHOCTH U pa3BUTUS JeTell B HMHPOPMAIMOHHOM
npoctpaHcTBe”, koTtopble mpomun B Coere @Penepauuu 17 anmpens 2017 r., 6buM pa3paboTaHb
METOJIMYECKUE pEKOMEHJAlMM O pa3MeUIeHMM Ha UWHQOPMAIMOHHBIX CTEHAAX, O(QUIHATbHBIX
MHTEpHeT-caiTax M Jpyrux HHPOPMALMOHHBIX pecypcax o00mieo0pa3oBaTelbHbIX OpraHu3alui u
OpraHOB, OCYIIECTBISIONINX YIpaBieHue B chepe oOpa3oBaHusi, HHPOPMAIMH O OE30TTaCHOM TTOBEJCHUHN
U ucnonb30oBaHuM cetu "MHTepHeT" (Ianee - METOUYECKHe PEKOMEH AN ).

Meroauueckue  peKOMEHJALMM  HAlpaBJIEHbl HAa  KAYECTBEHHOE  TOBBIINIEHUE  YPOBHA
MH(OPMAIIMOHHON JIEATEIHHOCTH OO0IIe00pa30BaTENbHBIX OPTaHU3AIMA U OPTaHOB, OCYIIECTBISIOUINX
ynpasieHue B cdepe oOpa3oBaHUs, B 4acTH WH(OOPMHUPOBAHHS YYAIIUXCS, UX POAMTENEH (3aKOHHBIX
MpeCTaBUTeNe) W TMEeAarorn4eckux pabdOTHUKOB 00 OCHOBHBIX acmleKkTax WH(POPMAIMOHHON
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0€30I1aCHOCTH.

MeTtoauueckie peKOMEHIAIMKU TO3BOJSAT 0O0IIe00pa3oBaTelbHBIM OpraHU3alusM W OpraHam,
OCYILIECTBISIIONIMM yIpaBleHHEe B cdepe 0o0pa3oBaHMsA, AaKTyaJlM3UPOBaTh YK€ HCIOJIb3yeMbIe H
pa3MelnieHHble HH()OPMALIMOHHbIE MaTepPHAalIbl, TAK U MOATOTOBUTH MX B CIIy4ae UX OTCYTCTBHUS C yYETOM
JYYIIUX IPAKTUK U PEKOMEHIALUH.

B paMkax MeTOaM4ECKUX PEKOMEHIALMI pacCMaTPUBAOTCS CIEAYIOIINE HHCTPYMEHTBI:
1. nH(bOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi HH(POpMAIUH (IIIKOJIBHBIC Ta3€Thl, IEIarOTUICCKIE U3aHUS U APYTHUE).
UHdopmaLumnoHHbIe cTeHAbI

Ha nadopmanmonHsix creHnax B 001eo0pa3oBaTeIbHBIX OPTaHU3aIMIX, PACIIONOKEHHBIX B (oiie
yupexaeHuil u B KaOMHeTax, OCHAIEHHBIX IEPCOHAIbHBIMM YCTPOIHCTBaMHU JUIsl BbIXOJA B CETh
"NHTepHeT", peKOMEHYeTCsl pa3MeCTUTh HH()OPMAIIMOHHBIE MAMSITKH, COJIEpKaIlie OCHOBHBIE COBETHI
1o o0ecrieyeHnI0 HH(HOPMAIMOHHOM 0€30IaCHOCTH YUALTHXCS.

B npunoxenun N 1 kK MeToAWYECKMM pPEKOMEHJAIUSAM NpPEACTaBI€H o00Opa3el] NaMsATKH Ul
pasMelleHust Ha THPOPMAILMOHHBIX CTEH/aX.

CpencrtBa maccoBoun UMHcpopmaumm

B cpenctBax maccoBoil mH(pOpMAIMM, OPUEHTUPOBAHHBIX HA OOYyYAIOIIMXCS, PEKOMEHIYeTCs B
TeueHHe Yy4eOHOTO TOJa PEryJsipHO MyOIuKOBaTh HHGOPMAIIMOHHBIE MAaTEPHAIIbI, TOCBSIICHHBIC
OTIENBbHBIM AacrleKkTaM HH(POPMAIIMOHHON O0e30MmacHOCTH, a TakKe pa3inyHble MMaMATKH OOIero
Xapakrepa.

B cpenctBax maccoBoif MH(pOpMaIMM, OPUEHTUPOBAHHBIX HA MEJAarornyeckyro OOIEeCTBEHHOCTb,
PEKOMEHIyeTCsl B TEUEHHE KaJeHIapHOIro Toja PeryispHo MyOIrMKoBaTh UH(MOpPMaIlMOHHBIE MaTepUabl,
MOCBAIIEHHbIE OT/AEIbHBIM acleKkTaM HH(GOPMAIIMOHHON 0€30MaCHOCTH KaK HECOBEPIICHHOJIIETHUX, TaK U
o011eo0pa3oBaTeIbHbIX OpraHM3alMil, a TaKXKe pa3InyHble MaMATKH, 0030pbl HOPMATHUBHO-IIPABOBOTO
peryaupoBaHus JAaHHOW cdepbl U MH(GOPMAIMIO O AKTYaJbHBIX MEPONPHUATHIX U COOBITHAX B JaHHOMN

chepe.

B xome mposenenuss EgmHoro ypoka mo Oe3omacHocTH B ceTu "MHTepHET" pekoMeHayercs
00ecreunTh BBIMYCK TEMAaTUYECKOTO BBITYCKa CpEACTBA MaccoBOM wuHpoOpManuu Jub0 cepuu
myOIuKanui, cpein KOTOPBIX PAaCCMOTPETh OPraHW30BAaHHBICE MEPONPHUATHUS IS OOydYaoIUXCs, UX
poauTenel (3aKOHHBIX MPEICTABUTENEH) U TIeAaroruaeckoi 00IMeCcTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6meo0pa3oBaTeITbHBIM OpraHu3ausIM  PEKOMEHIyeTCs  Ha  CBOMX opUITHATHHBIX
WNuTepHer-pecypcax obecrneunTh (DYHKIMOHUPOBAHUE CAMOCTOSTENBHOTO M CHEUATH3UPOBAHHOTO
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paznena "UHpopmanmoHHas 0e€30MacHOCTH", B paMKax KOTOPOrO MPEIyCMOTPETh pa3MElICHHUE
crieayroneld HHPOpMaIuu:

N | Pazmen/monmpa3znen ®dopmar Coneprxanue MaTepuanoB
MpeACTaBICHUS
MaTEepUajoB
1. |JIokanpHble Komuu nokymenToB B | Pazmemarorcst Konuu JOKYMEHTOB, T.€.
HOpMaTHBHBIC aKThl | popmare *PDF CKaHWPOBAHHBIN BapUaHT JJOKYMEHTA,
B cepe COOTBETCTBYIOIIUN TPEOOBAHUAM K
o0ecrnieueHus rapameTpaM CKaHUPOBAHUSI.
nH(OPMAITMOHHOU Pa3memarorcst JOKyMEHTHI,
0€30MacHOCTH perjiaMeHTUPYIOLME OPraHU3aluio U
00yJaroImuxcs paboTy C mepcoHaIbHBIMU JTAHHBIMH,

TUIaHBI MEPOTIPUATHH 110 00ECTICYEHHTO
MH(pOpPMaLlMOHHON 06€30M1acCHOCTU
00y4aroUIMXCs U IPyTHE.

2. |HopmaruBHoe Konuu nokymentoB B | [lyOnukyroTcst akTyanbHbIE CBEEHUS O
peryJmpoBaHue dopmare *PDF (dbenepaibHBIX U PETHOHAIBHBIX
3aKOHaX, MMChMax OPraHOB BIIACTH U
Jpyri€ HOpMaTUBHO-IIPABOBBIE
JIOKYMEHTBI, perJaMeHTHPYIOIINe
obecrieueHre HHPOPMALMOHHOM
0€30MacHOCTH HECOBEPIICHHOIETHUX.
JomyckaeTcsi BMECTO KOIHit
pa3MeniaTh TUNePCChUIKHA Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
caiiTax OpraHoB roCy/IapCTBEHHON

BJIACTH.
3. |Ilemarormueckum TekcT Ha cTpaHule Pa3memarorcst metoauueckue
paboTHHKaM caifra PEKOMEH/IallMH U yKa3bIBAETCs
Konuu n1okyMeHTOB B | nH(pOpMAIHS O MEPOTIPUSITHSIX,
¢dopmare *PDF IIPOEKTax U MPOrpaMMax,

HaIPaBJIEHHBIX Ha MOBBIILIEHUE
MH(POPMALMOHHOM IPaMOTHOCTH
NeAarorn4eckux paboTHUKOB.

4. |OOyuaromumcs TekcT Ha cTpaHuILe Pa3smemaercst uHpopmanronHas
caiita namsiTka (mpunoxxenue N 2) u
yKa3bIBaeTCsl HHPOpMAIUs O
MEpONPHUATHSIX, IPOEKTAX U
porpaMMax, HalpaBJICHHBIX Ha
MOBBIIIIEHUE HH(OPMAITMOHHOMN
rPaMOTHOCTH O0yYarOIINXCA.
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5. |Pomutensm Tekct Ha cTpaHuUIe Pasmermiaercst unpopmanmoHHas
(3aKOHHBIM caira namartka (npusioxxerue N 3).
MIPEJICTABUTEIISIM )
o0yJaromuxcs

6. |Herckue 6e3omacHbie | TeKCT Ha cTpaHUIe Pasmemaercs nadopmarus o
CaMTHI caiita PEKOMEHIYEMBIX K UCTIOIb30BaHUIO B

y4eOHOM Tpoiiecce 0€30MacHbIX
caiitax, OaHHepbhI 0€30MaCHBIX IETCKUX
CalTOB.

Opranam, OCYHIECTBISIIOIIMM yIIpaBieHHe B cdepe 00pa3oBaHUs, PEKOMEHAYETCS Ha CBOMX
opunmaneueix  MHTEpHET-pecypcax  obecreunTh  (QYHKIMOHMPOBAHWE  CAMOCTOSITENBHOTO U
crenuanu3upoBaHHoro pasaena "Mudopmannonnas 6e30macHOCTh", B paMKax KOTOPOTO MpeayCMOTPETh
pasMeleHne cieayonei nHhopMaIHu:

[Ipunoxenne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3OMACHOCTM AETEM

HENb3A

1. Bcem moapsin cooOmiaTe CBOIO YacTHYIO MH(opmaiuio (Hacrosiue ums, hamuimio, tenedoH,
ajipec, HOMep IIKOIIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBU U JIpYy3€i);

2. OTKpBIBaTh BIIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HAEIllb OTIIPABUTEIS;
3. I'pyOuth, npuaupaThes, OKa3blBaTh AABJIEHHUE - BECTH ce€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiica JeHbIaMHM TBOEH ceMbM 0€3 paspellieHusl CTapUIMX - BCEerja CrpaliuBai
poauTenen;

5. He Bcrpedaiics ¢ VIHTepHET-3HAKOMBIMM B PEaJbHOM XU3HHM - IIOCOBETYMCS CO B3POCIBIM,
KOTOPOMY JI0BEPSEILb.

OCTOPOXHO

1. He Bce mumyt mpaBay. Uuraems o cebe HempaBay B MHTepHere - cooOmm 06 3TOM CBOMM
POJIUTENSIM WU ONEKYHAM;

2. HpI/IFJ'IaI_HaIOT NEeperChIBATLCA, UTPATh, 00OMEHHBATHCS - IpOBEPb, HET JIM ITOABOXA,
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3. HesakonHoe konrpoBanue ¢aiiio B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3sblBaii B3pocCibIM O po0ieMax B CETH - OHHU BCEr/la IIOMOTYT;

5. Wcnonb3yil HacTpOKM 0€30MacHOCTU M NMPHUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AaKKayHTHI B
COLICEeTSAX M JPYTuX MopTajax.

MOXHO
1. YBaxaii Ipyrux nojb30BaTelnei;
2. [Tonb3yenbest MTHTEpHET-UCTOUYHUKOM - Jiejiail CChUIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOLIBI B3POCIBIM - POJUTENM, ONEKYHbl M aJAMHUHHUCTpalMs CAaWTOB BCeria
IIOMOT'YT;

5. Ipoiian oOyuyenue Ha caiite "CeTeBUYOK" U MOTYYH MacnopT HUGPOBOro rpaxkaaHuHa!

[Tpunoxenue N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBbHBIX AHTEPHET-PECYPCAX

C KaxIpIM TOI0M MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a MIKOJIBHUKHM OJHH U3 CaMbIX
aKTHBHBIX THoOJb30Baresied PyHera. Mexay TeM, NOMHUMO OIpPOMHOIO KOJIMYECTBA BO3MOKHOCTEW,
MHTEpHET HeceT U NMpo0sieMbl. DTa mamsITKa JOHKHA TTOMOYb Tebe 6e30MacHO HaXOIUThCS B CETH.

KoMnbroTepHble BUPYCbI

KoMnploTepHBII BHPYC - 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX IMPOrpamMM, OTIUYHUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBIISIETCSI CHOCOOHOCTH K pa3MHOXEHHIO. B 1onosHeHrEe K 3TOMY, BUPYChI MOT'YT
MOBPEINUTh WM TOJHOCTbIO YHUUTOXHUTH Bce (aillibl U JaHHBIE, MOJKOHTPOJIBHBIE IMOJB30BATEII0, OT
MMEHU KOTOporo ObuIa 3alyllleHa 3apa)k€HHasl MporpamMma, a TakkKe MOBPEIUTh WIM JIaXKe YHUYTOXHUTh
OIEPALMOHHYIO CHCTEMY CO BceMH ¢ailiamMu B 1eiaoM. B OONbIIMHCTBE ClIydaeB paclpOoCTPaHSAIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeToas! 3alIUTEI OT BPCAOHOCHBIX IPOrpaMM:

1. Mcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN YPOBEHB 3AILUTHI OT
BPEIOHOCHBIX ITPOTPAMM;
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2. TlocrosnHo ycraHaBiuBaik mauyTH (IUQPOBBIE 3amIaTKH, KOTOPbIE aBTOMATUYECKH
YCTaHABIMBAIOTCS C LEJIbI0 JOPAaOOTKH HpPOTpaMMbI) M Jpyrue OOHOBJIECHHS CBOEH OIepanmoHHON
cucrembl. CkaunBail MX TOJBKO C opHUIMATIBHOTrO caiita paspadorunka OC. Ecnu cymecTByeT pexum
aBTOMATHYECKOT0 OOHOBJICHHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIBbIOTEpE MO IMpaBaMH MOJb30BATENsl, a HE aJMHHUCTpaTopa. JTO HE
MO3BOJINT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHECS HAa TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;

4. MHcnonp3yii aHTHBHPYCHBIE IPOTPaMMHBIE IPOAYKTBI H3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3NUECKH JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcrionp3yil BHENTHIE HOCUTENIN HHPOPMALINH, TaKKe Kak (hiemrka, TMcK win (ailsl u3 HHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBaii KOMITBIOTEpHBIC (hailyibl, MONTY4YEHHBIE M3 HEHAJICKHBIX HCTOYHUKOB. Jlaxe Te
Gailnbl, KOTOpPbIE ITpHCIal TBOM 3HAKOMBIN. JIyullle yToOuHU y HEro, OTHPABJIsUI JIU OH Te0e UX.

Cetn WI-FI

Wi-Fi - 910 He Buj mepenaun JaHHBIX, HE TEXHOJOTHs, a BCEro Jinib Opens, Mapka. Eme B 1991
roAy HUJAEpJIaHACKas KoMraHus 3apeructpupoBana Opena "WECA", uro 0003Hadao ClIoBOCOYETaHHE
"Wireless Fidelity", kotopsblit mepeBoauTcs Kak "GecrnpoBoHAS TOYHOCTH".

Jlo Hamrero BpeMeHu Jomuia apyras abopeBuaTypa, KoTopast sSBISIETCS TAaKOW )K€ TEXHOJOTHEH. ITo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJApT BBICILIEH 3BYKOBOM TEXHUKHU
Hi-Fi, uro B mepeBoie 03Ha4aeT "BbICOKast TOYHOCTB".

Ha, OecrutaTHeIA HMHTEPHET-AOCTYN B Kade, OTeIsIX M a’dponopTax sBISETCS OTJIMYHOM
BO3MO>KHOCTBIO BbIXO/la B MHTEpHET. Ho MHOTHE 3KCIepThl CUUTAIOT, yTo obO1eaocTynubie Wi-Fi cetu He
SBJISIIOTCS 0€3011aCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00MIETOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nmuuHyto uapopmarmio yepes odmenocrynusie Wi-Fi cetu. PaboTast B Hux,
KeIaTeJIbHO He BBOAMUTH TAPOJIH TOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Hcnonb3yihi W OOHOBIS aHTUBHpPYCHBIE WporpaMMbl U OpaHamayep. Tem caMmbIM Thl
oOe3omacuIb ce0st OT 3aKauKH BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun Qynkmuto "OOmmii noctyn K Qaiimam U mpuHTepam'.
JlaHHas (GYHKOMS 3aKpbhiTa MO YMOJYAHWIO, OJHAKO HEKOTOpHIC MOJB30BATEIM AKTHBHPYIOT €€ JUIs
y100CTBa NCIOIB30BaHUA B paboTe UM yuebe;

4. He ucnonp3yit myonuuasii WI-FI mist mepenaun JuYHBIX JaHHBIX, HApUMEDP IS BBIXOJA B
COLMAJIbBHBIE CETH WM B DJIEKTPOHHYIO IOUTY;
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5. Wcnonw3yit Tonbko 3amuiieHHoe coenaunenue depe3 HTTPS, a me HTTP, t.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun (yakiuio "lloakmrouenne k¥ Wi-Fi aBromarmuecku". He
JOTTyCKail aBTOMaTHYECKOTO TOAKITFOYCHHS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormnacus.

CouunanbHble ceTu

ConuanbHble CeTHM AKTUBHO BXOAAT B Hally JKU3Hb, MHOTHE JIIOJU DPAa0OOTAlOT U JKUBYT TaM
HOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan Muuinaps 4eoBeK, 4TO sIBJISETCS OJHOI cebMOil Beex
KUTeNeHd IaHeTbl. MHOIrHME IOJIb30BaTeId HE MOHHMMAIOT, 4TO HMHQOpMalus, pa3MelleHHas UMH B
COIIMANIBHBIX CETSIX, MOXKET OBITh HAalJIeHa M UCIOJIb30BaHA KEM YrOJHO, B TOM YMCIIE HE 005S3aTEeNIbHO C
OJ1aruMy HaMEepEeHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuub cnucok Apy3ed. Y TeOs B APY3bSX HE JOKHO OBITh CIy4YaWHBIX M HE3HAKOMBIX
JIIOJICH;

2. 3ammimaid CBOIO YacTHYIO >KuM3Hb. He ykaspiBail maponu, TenedoHbI, ajpeca, OaTy TBOETO
POXKICHUS © JAPYryl0 JUYHYI0 HWHPOPMAIUIO. 3JIOYMBIIUICHHUKA MOTYT HCIOJIb30BaTh JIAXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOU POJIUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amuiiail CBOIO PEIyTalUIo - IEPKHU €€ B YUCTOTE U 3a7aBail ce0e BOMpOC: XOTed Obl Thl, YTOOBI
Jpyrue TMOJb30BATEIH BUJCIH, YTO Thl 3arpyxkaemib? [logymaii, mpexiae 4eM 4YTo-TO OIyOJUKOBATbH,
HAIuCaTh U 3arPy3UTh;

4. Ecau TbI rOBOpULIB C JHOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEAIBHOE UMsI U IPYTYIO
JUYHYI0 HHPOPMAIIMU: UMSI, MECTO JKUTEJIBCTBA, MECTO Y4€Obl U IPOYEE;

5. U36eraii pazmenienus ¢ororpaduii B IHTepHeTe, I/1€ Thl H300pakeH Ha MECTHOCTH, IO KOTOPOH
MOJKHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu peructpanuu B COLUANBHON CeTH HEOOXOAMMO HCIIOJIb30BaTh CIOXKHBIE APOJIH, COCTOSIINE
13 OyKB ¥ IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. I[J'IH COLIMAJIbHOM CCTH, MOYTBI U APYIrUx CaliTOB HGO6XO)II/IMO HCIIOJIB30BATh PA3HLIC IIAPOJIH.
Torma ecimu TeOs B3JIOMAIOT, TO 3JIOYMBINUICHHHUKHU ITOJYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.
ONEeKTPOHHbIEe AEeHbIU

SHCKTpOHHLIC JACHBI'M - OTO OYCHb yI[OGHBIfI CIocoo nnaTexceﬁ, OOHAKO CyHICCTBYHOT MOIIICHHHKH,
KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

SJICKTpOHHLIC ACHBI'M MOABUJINCH COBCEM HCIABHO U UMCHHO HM3-3a 9TOI'0 BO MHOTHUX TOCYyAapCTBax
A0 CUX IIOP HE IMPOMKUCAHO IMPO HUX B 3aKOHAX.
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B Poccun xe oHM (PYHKIMOHHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, /i€ UX pa3feisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIEC U HE aHOHMMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi TPOBOAWTH omepanuu 0e3 HISHTH(UKAIUK TOJb30BATENsA, a B HEAHOHUMHBIX
UACHTU(DUKALMS [10JI30BATENs ABIIsETCS 0053aTeNbHOI.

Taxoke cremyer pa3indarh AJIEKTPOHHBIE (pUaTHBIE IEHBIU (PaBHBI TOCYAaPCTBEHHBIM BAJIIOTAM) U
ANIEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 O€30MAaCHOM paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. IIpuBspku K c4eTy MOOMIIBHBIN TeeoH. DTO caMblil yIOOHBIN B OBICTPBIN CITOCOO BOCCTAHOBUTD
noctyn K cdery. llpuBsizaHHBIM TenedOH TMOMOXKET, €ciid 3a0yAelib CBON IUIATEKHBIA MApPOIh HWIH
3aiJIenIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonp3yii ogHOpa3oBbie maponn. [lociie mepexona Ha YCHJICHHYIO aBTOPH3AIUI0 TEOE YyKE HE
OyZeT yrpokaTh OMAaCHOCTh KPa)XH WIIK TiepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxublii maposab. IlpectynHukam OyAer He MpPOCTO yraiaTh CIOKHBIM MapoJib.
HazexxHble mapoiu - 3To mapoju, KOTOpbIe CoAepKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0sl CTPOUHBIE U
MIPOIUCHBIC OYKBHI, TU(PPBI H HECKOJIBLKO CHMBOJIOB, TAKHE KaK 3HAK J0JuIapa, GyHTa, BOCKIUIATEIIbHBIH
3HaK u 1.11. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILb.
ONeKTPOHHasA no4Ta

ONEeKTpOHHAs MO4YTa - 3TO TEXHOJOTMS WU IPENOCTABISAEMBIE €I YCIYIM IO HEPEChUIKE U
MOJTyYEHUIO 3JIEKTPOHHBIX COOOLICHUH, KOTOpBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
AJIEKTPOHHBIA TOYTOBBIM SIIUK BBITJSAUT CIEIYIOIIUM 00pa3oM: HMMs_IOJIb30BATEIS(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpocTOro TeKCTa, UMEETCsl BO3MOXKHOCTD IepeaBarh (haiibl.

OCHOBHBIE COBETHI 10 0€30MacHOM padoTe ¢ ANEKTPOHHOU MOUTOM:

1. Hago BbIOpaTh NpaBUIIBHBI MOYTOBBIM cepBUC. B HHTEpHETE ecTb OrpOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJTHAKO JIYUlIE T0BEPSITh TEM, KOTO 3HACIIb U KTO MEPBbI B peHTHHIE;

2. He yxkaspiBaii B JM4YHOM TmouTe JMYHYH0 uHpopMmanuto. Hampumep, mydme BbIOpath
"My3bIKanbHbIN  paHaT@" win "pok2013" Bmecto "temal3";

3. Hcnonb3yil NBYX3TalHy0 aBTOPU3ALMI0. DTO KOrjJa MOMHUMO Hapojisi HYXHO BBOJIUTH KO,
npucbuIaeMblil mo SMS;

4. BeiOepu CIIOXHBIN Taposb. (sl Kaxa0ro mo4roBOro SIIMKA JOKEH ObITh CBOWM HaJEXKHBIH,
YCTOMYHMBBIN K B3JIOMY 1apOJIb;

5. Eciin ecTh BO3MOKHOCTh HAIlCaTh CcaMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}/ﬁ 9TY BO3MOXHOCTD,

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUMKOB. [lepBbIi U1 4acTHOW NEPENMCKU C aqpecaTaMi,
KOTOPBIM ThI JIOBEpsielllb. ITO MIEKTPOHHBIN a/ipec He HaJJ0 UCIOIb30BATh MPU PETHCTPALUU Ha hopyMax
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U caiTax;

7. He oTkpbiBaii daiiasl U ApyTrHe BIOKEHUS B MUChbMaX, JIa)Ke €CJIM OHU MPHUIIUIA OT TBOUX JPY3CH.
Jlyunie yTo4HM Y HUX, OTIIPABIISLIN JIU OHH TeOE 3TU (ailibl;

8. [Tociie okoHYaHUs pabOTHI HA TTIOYTOBOM CEPBHUCE MEPE/I 3aKPHITHEM BKIIAJIKH C CATOM HE 3a0y/b
Ha)kaTb Ha "BriiiTu".

Kn6epO6ynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KubepOymnuHr - mpeciieioBaHHE COOOIIECHUSIMH, COJCPKAIIUMH OCKOpPOJICHHS, arpeccHio,
3aIlyTMBaHUE; XYJIUIAHCTBO; COIIMAILHOE OOMKOTUPOBAHKE C IOMOILBIO PA3JIMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiics B 60ii. JIyummii crioco6: mocoBeToBaThcs Kak ce0si BECTU U, €CJIM HET TOTr0, K KOMY
MOXKHO OOpaTHTbCS, TO BHayalleé YCIOKOMTHCA. EcCIM ThI HayHeNmIb OTBEYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle O0blIe pa3okiKellb KOH(IMKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTb B ceTH MHHUMas. CyIIEeCTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 32 QHOHUMHBIM
AKKayHTOM;

4. He crtout BecTH XyJMUTaHCKUI 00pa3 BHUPTyaJdbHOW XU3HU. VHTepHET (DUKCHpPYET BCE TBOM
JNCHCTBYS M COXPAHICT UX. Y JAMTh UX OyJIeT KpaiHe 3aTpyTHUTEIIBHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil eauHuuyHblii HeraTuB. OAHOPa30BbIE OCKOPOMTENbHBIE COOOLIEHUS JIydIle
UrHopupoBaTh. OOBIYHO arpeccHs MpeKpallaeTcst Ha HayaJlbHOW CTa/Inu;

7. Ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COITUATBHBIX CETAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpeAeIEHHBIX aIpECOB;

8. Eciu Thl cBuuerens kubepOymimHra. TBOM AEMCTBUS: BBICTYNIUTH NPOTUB IpECieNoBaTes,
[I0Ka3aTb €My, YTO €ro JEWCTBHS OLIEHUBAIOTCA HETaTHBHO, IOAJEPXKATbh >KEPTBY, KOTOPOH HY)KHA
MICUXOJIOrHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PAKTE arpecCUBHOTO MOBEJICHUS B CETH.

MoO6unbHbIN TenedoH

CoBpemeHnHble cMapT(OHBI M IUIAHIIETHI COAEpXAT B ceOe BIOJHE B3pOCHBbIA (QYHKIHMOHAN, U
TeNepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMM KOMIIbIOTEpaMu. OIHAKO, CPEJCTB 3aLUTHI IS
MOI00OHBIX YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHHe U MOUCK YS3BUMOCTEN B HUX IMPOUCXOAUT HE TaK
MHTEeHCUBHO, Kak 11 1K, To *e camoe kacaeTcss 1 MOOMIIBHBIX IPUIIOKEHUH.

CoBpemeHHble MOOUIIbHBIE Opay3epbl YK€ MPaKTHYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (pyHKIIMOHAJIA BIICUET 3a c000i OOJBIIYIO CIOMKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.
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Jlasieko He BCe TPOU3BOAUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHICCKUE YSI3BUMOCTH
JUISL CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI [iIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:

Huuero He siBisieTcsl o-HacToALEeMY OecIulaTHBIM. byib 0cTOpOKeH, BeJlb KOrAa Tede MpeiaratoT
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oro mnu Buzaeo. Tel TOYHO 3HaAeWIb, Irae OHU OyayT B
KOHEYHOM uTore?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIIsI MOOMJIBHBIX TeNE(OHOB;

He 3arpyxail npuaoxeHus: OT HeW3BECTHOTO MCTOYHHKA, BElb OHH MOT'YT COJCP)KaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tociie TOro Kak Thl BBIAJCIIL C CaiiTa, rje BBOAWI JMYHYIO WH(POPMAIMIO, 3aiiIi B HACTPOMKH
Opay3epa u ynanmm cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

JaBail cBoii HOMep MOOWJIBHOIO Tele(OHA TOJIBKO JIIOASAM, KOTOPBIX Thbl 3HAEllb U KOMY
JI0Bepsielb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAA ThI UM HE TOJb3yelibes. He 3a0pIBail MHOT1a IPOBEPSITH
3TO.

Online vrpsbl

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacCOYHbIE, 3aXBaThIBAIOLIME DPA3BJICUEHUS, OOBEAMHSIOLINE
COTHH THICSIY YEJIOBEK 10 BceMy MUpY. VIrpoku uccienyroT JaHHBIH UM MHp, OOILIAIOTCS IPYT € IPYTOM,
BBITNIOJHSAIOT 33JaHUsl, CPaXKarOTCS C MOHCTPAMM M IIOJYYalOT OIBIT. 3a YAOBOJBCTBHE OHHU IUIATAT:
MOKYTAIOT JUCK, OMJIAYMBAIOT a0OHEMEHT WM MIPUOOPETAIOT KaKHe-TO OIIHUU.

Bce 3T cpeacTtBa uayT Ha HOJJIep)KaHUE W pa3BUTHE UIPbI, a TakkKe Ha camy O0e30MacHOCTH:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMM, BBIMYCKAIOTCS HOBBIE MarTyu (UM(pOBBIE 3aIUIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX Hrpax CTOUT OmacarbCsd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
apoJist, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOPpHU3aAllUN OOJBIIMHCTBA urp.

OCHOBHBEIE COBETHI 10 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener cedsl MIOXO WIM CO3/1aeT Tebe HENMpHUSITHOCTH, 3a0JOKHpYH ero B
CIIHCKE UTPOKOB;

2. HOX(&HYﬁCH AAMUHUCTpATOpaM HUIPbl HaA IIJIOXOC IOBCACHUC OSTOIO HUI'POKaA, KCJIATCIBHO
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MIPUJIOKUThH KaKUEe-TO JI0KA3aTeJIbCTBA B BUJIE CKPUHOB;
3. He yka3wiBaii tnunyro nuHdopmaiuio B npodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;
5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,
6. Mcnonp3yil ClI0KHBIE U pa3HbIe 1apOJIy;

7. Jaxke BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTHUBHpYC. [loka Tl Wrpaenib, TBOMl KOMIIBIOTEP
MOTYT 3apa3HTh.

PULLIMHT UNKn KpaXxa JIN4HbIX AaHHbIX

OOBIYHON KpaXkei JeHer W JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
WHTCPHET-TEXHOJOTHIA 3JIOYMBIIUICHHUKA TEPEMECTUIMNCh B HMHTEPHET, W IPOJOJDKAIOT 3aHHUMATHCS
"MrOOUMBIM" JETOM.

Tak mosiBUIIaCh HOBasl yrpo3a: MHTEPHET-MONICHHUYECTBA WM (DUIIMHT, TJaBHAs IElb KOTOPOTO
COCTOWT B TIONYyYCHUH KOHQPUIACHIIMATBHBIX JAaHHBIX IIOJB30BATENCH - JIOTHHOB W mapoieil. Ha
aHrauiickoMm si3bike phishing untaetcs kak ¢umuHr (ot fishing - peiOHas noBis, password - Mapob).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITHMHTOM:

1. Cnenu 3a cBOMM aKkKayHTOM. Eciu ThI MOJ03peBaciib, YTO TBOS aHKETa ObLIa B3JIOMaHa, TO
HEOOX0JMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. I/ICHOHBSYﬁ Oe30ImacHbIe Be6-caflTH, B TOM YHUCJIC, MTHTCPHCT-MAlra3MHOB U ITIOUCKOBBIX CUCTCM;

3. Hcnonws3yit cnokHble W pa3Hble TMapoiud. Takum oOpa3oM, eciu TeOs B3JIOMAaKOT, TO
3MIOYMBINUICHHUKH MOTYyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecau T1ebs B3IOMald, TO HEOOXOOUMO MpPEenyNpeuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBneHsl y TeOs B JApYy3bsX, O TOM, YTO TeOs B3JIOMalMd M, BO3MOXKHO, OT TBOErO MMEHHU Oyner
paccbuIaThCs CllaM U CChUIKU Ha (PUILIMHTOBBIE CalThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbiBaii (haiinel u Ipyrue BIOKEHHS B MUChMaX, 1a)Ke eclId OHHM MPUIILUIA OT TBOUX JpYy3eH.
Jlydie yTouHUM y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (aitiib.

LUundposas penytaums
[MudpoBast pemyramusi - 3TO HEraTUBHAs WJIM TO3UTHBHAas HH(poOpManus B ceTU O Tebe.

Komnpomerupyromas HHGpopMalus, pa3MelleHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTpa3UThCs
Ha TBOoel peanbHOHN ku3HU. "LludpoBas pemyrauus" - 3T0 TBOH MMHIK, KOTOPBIA (oOpMHUpPYETCS U3
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uHpopmanuu o Tebe B HHTEpHETE.

TBoe MecTO KHUTCJILCTBA, y‘le6bl, TBOC (bI/IHaHCOBOC ITIOJIOXKCHHUC, 0COOEHHOCTH XapaKTepa H
pacckasbl O OJIM3KUX - BCE 9TO HAKAIIJIUBAETCS B CETH.

MHorue noapoCTKH JETKOMBICICHHO OTHOCATCS K MyOIuKauuu JudHoi undopmanuu B UutepHere,
HE TOHUMAas BO3MOKHBIX MOCIEACTBUUA. ThI nake HE CMOXKEUIb JIOTaJaThcsi O TOM, 4TO (oTorpadus,
pa3MelnieHHas 5 JIeT Ha3aj, CTajla MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pazmemienue TBoux ¢ororpaduii u apyrue IeHCTBHS MOTYT HE HCYE3HYTh JaKe
[ocj€ TOro, Kak Thl UX YAadulllb. Thl HE 3Haelllb, KTO COXPaHWI 3Ty MH(OpMaIUIO, Ionana JId OHA B
IIOUCKOBBIE CUCTEMBl M COXPaHMJIACh JIM OHA, a IVIABHOE: 4YTO HOJYMAlOT O Tebe OKpYyKaloIlue JIOIH,
KOTOpbIE HAUIYT M YBUAAT 3T0. HaliTn nHpOpMaLnio MHOTO JIET CITyCTsI CMOXKET JIr000H - Kak U3 JoOphIX
noOyX/IeHUH, TaK ¥ C HAMEPEHHEM IPUYHHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIIUTC I.[PI(i)pOBOfI penyranuu:

1. [Momymaii, mpexe 4eM YTO-TO MyOJIMKOBATh M MepenaBaTh y ceOs B 0J0re Wik B COIUATBHOU
CeTu;

2. B mHacrpoiikax mpoduis yCTAaHOBH OrPaHHYCHHS Ha IMPOCMOTP TBOETO MNPO(GHUIS H €ro
COJIEP)KMMOT0, C/IeJIail €ro TOJNBKO "I Apy3ei'";

3. He pasmemaii u He yka3piBail HHGOpPMAIMIO, KOTOpask MOXET KOro-JIH00 OCKOpOJISATH WIIH
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE TOJIb30BaTENN MUPPOBOro mpocTpaHcTBa. OpHAKO AajIeKo
HE BCE 3HAIOT, YTO I0JIb30BAaHHE MHOTMMHU BO3MOXHOCTAMHU LU(POBOro Mupa TpedyeT coONM0AeHHs TpaB
Ha MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "HHTENIEKTyallbHass COOCTBEHHOCTh' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEUYECKOIO
yMa, HAYMHas ¢ HOBBIX M300pETEHMI U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSMHU.

ABTOpCKHME TpaBa - 3TO IPaBa Ha MHTEIJIEKTYalbHYI0 COOCTBEHHOCTh Ha INPOU3BEJICHMS HAYyKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOpCKHE IIpaBa BBICTYNAIOT B KayeCTBE TapaHTHMM TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TpyA aBTOpa He OyAeT HalpacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3yJbTaTaXx CBOErO TPy/a, MOJYYUTh MU3BECTHOCTH M Ipu3HaHue. Hukro
0e3 paspelieHus: aBTopa HE MOXET BOCIPOM3BOAUTH €ro MPOU3BEJIEHHE, PaclpOCTPaHATh, MYOIUYHO
J€MOHCTPUPOBaTh, IMpojaBaTh, HMIIOPTUPOBATh, IYCKaTb B TNPOKaT, IYOJUYHO HCHOIHSITH,
MOKa3bIBaTh/UCIIONHATH B 3(upe WK pa3meniats B IHTepHeTe.

Hcnonp3oBanue "MUpaTCKOro" mporpaMMHOro OOeCreueHus: MOXKET MPUBECTH K MHOTUM PHCKaM:
OT TMOTepH JAHHBIX K TBOMUM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBa, TIJ€ YCTaHOBJIEHA
HeneranbHasi mporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JierajbHble M O€CIUIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.
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O noptane

CeTeBI/IIIOK.p(l) - TBOM TJIaBHBIA COBETUMK B CETH. 3IleCB Thl MOXCIIIb Y3HATh O 0€30IacCHOCTHU B CETH
MOHATHBIM W JOCTYIHBIM S3bIKOM, a IIPU BO3HHUKHOBCHHUU KpPITPI‘IGCKOfI CUTyalluun 06paTI/ITBCSI 3a
COBETOM. A TaKxke IIPUHATH Y4aCTHEC B KOHKYpCaxX U CTaTb CaMbIM I_II/I(l)pOBBIM l"pa)KI[aHI/IHOM!

[Tpunoxenue N 3
NAMATKA ona POOUTENEN OB MH®OPMALIMOHHOMN BE3OMNACHOCTU OETEN

Omnpenenenne TtepMmuHa "uHbOpMalmoHHas Oe3omacHOCTh neTei" conepxkutcs B DeaepanbHOM
3akone N 436-D3 "O 3amure aereil oT HHGOPMAIUH, IPUIUHSIONICH BPEl UX 3I0POBBIO U PA3BUTHIO",
PEryJIUPYIOIIUM OTHOIICHHS, CBSI3aHHBIC C 3aIUTON JeTedl OT MH(pOpMaInuu, MPUYUHSIOMEH Bpea HUX
310pOBBIO U (UiK) pazBuThio. COriiacHo JaHHOMY 3aKOHY "MH(pOpMalMOHHAas 0€30MacHOCTh IeTel" - ATO
COCTOSIHUE 3alMIEHHOCTH, IPH KOTOPOM OTCYTCTBYET PUCK, CBS3aHHBIN C PUYMHEHUEM HH(OpMaIuei
Bpe/Ia UX 370POBBIO ¥ (WIH) (PU3HUECKOMY, TICUXUIECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BHUTHUIO.

B cuny ®enepanbaoro 3akoHa N 436-03 undopmanmeid, mpuUrHAIONIEH Bpell 310pOBbI0 U (WJIH)
Pa3BUTHIO JETEH, SIBISCTCS:

1. undopmarus, 3anpenieHHas s pacCpoCTPaHEHUs CPEIu JAETeH;

2. uHpopMalus, paclIpoCTpaHEHUE KOTOPO OrpaHUYEHO Cpelu JAeTel ONpe/leIeHHbIX BO3PACTHBIX
KaTeropuil.

3. K undopmanuu, 3anpeiieHHoN Ui pacipoCTpaHEHUs CPEAU J1eTeil, OTHOCUTCS:

4. undopmarus, nMoOyxJIaromas JeTed K COBEpIIEHUIO JeWCTBUM, NMPEACTaBIAIONMX YIPO3y HUX
KHU3HU U (UIH) 310pPOBBIO, B T.U. IPUYMHEHHIO BPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. crmocCOOHOCTH BBI3BATH Yy JIETEH jKeaHNe YNOTPEOUTh HAPKOTHUECKHUE CPEICTBA, ICUXOTPOIHBIC U
(w1M) oaypMaHUBAIOIIME BEIIECTBA, TaOauyHbIe W3METUs, aJKOTOJBbHYI0O M CHUPTOCOACPIKAIIYIO
MPOAYKILIHIO, TMBO U HAMUTKHU, U3TOTAaBIMBAEMbIE HA €r0 OCHOBE; MPUHATh YYacTHE B a3apTHBIX UIpaXx,
3aHUMATbHCS MPOCTUTYIMEHN, OPOISKHIUUECTBOM UITU TOMPOIIAtHUYECTBOM;

6. O6OCHOBBIB8.I-OH.I&5[ HJIN OIlpaBJAbIBaromass AOIYCTUMOCTb HACUIIUSA U (I/IJ'II/I) ’KECTOKOCTH JIHOO0
HO6y>KJIaIOH_[a$I OCYHICCTBJIATE HACUIILCTBCHHBIC JlefICTBI/If{ IO OTHOIICHUIO K JIKOAAM H )KHBOTHBIM,

7. oTpUIaONas ceMeHble IIEHHOCTH U (POPMUPYIOLIasi HEYBaXKEHUE K POAUTENAM U (M) IPYTUM
YJIeHaM CEMbH;

8. OmpaBAbIBAIOIIAA ITPOTUBOIIPABHOC MTOBECACHUC,
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9. comeprkalias HEIEH3YPHYIO OpaHb;
10. comeprkarasi ”HGOPMALHIO TOPHOTPAYUIECKOTO XapaKTepa.

K undopmarun, pacrnpocTpaHeHre KOTOPOH OrpaHMYEHO Cpelu JeTel OMpeesIeHHOTO0 BO3pacrTa,
OTHOCHUTCSL:

1. uapoOpManus, mpeacTaBIsgeMas B BUIE H300paKEHHSI UM OMIMCAHUS JKECTOKOCTH, (PU3UIECKOTO U
(MIM) ICUXUYECKOT0 HACHIIUS, IPECTYIIEHUS WX MHOTO aHTUOOIIECTBEHHOTO I€HCTBHUS;

2. BbI3bIBarOUIadg y I[CTCP’I CTpax, yKaC HWJIM MAaHUKY, B T.4. IIPEACTaBJIsICMAasl B BUAC 1/1306pa>1<eH1/151
WIM OIMCAaHUS B YHIDKAIOIIEH dYeloBeuYecKoe JOCTOMHCTBO (popMe HEHACHUIBLCTBEHHOM CMEpTH,
3a00JIeBaHusI, CAMOYOUIICTBA, HECUACTHOTO CIyYasi, aBapuu WIN KaTacTpodbl U (WIK) UX TOCIIEACTBHIA,

3. mpencraBisiemMas B BUJIE U300paKEHUS WM OMUCAHUS MOJOBBIX OTHOIICHUH MEXAYy MY>KUYHMHOU U
JKCHIITMHOM;

4. coacprKamas 6paHHBIe CJIOBA M BBIPAXKCHUA, HC OTHOCAIIHUCCA K HCHCHSYPHOﬁ 6paHI/I

C yuerom storo Bam mnpemmaratorcs mpaBmia paboTel B cetH VHTEpHET JUIsl pa3IUYHBIX
BO3PACTHBIX KaTeropuil, COOII0IeHIEe KOTOPHIX MO3BOJUT 00eCneunTh HHPOPMAITMOHHYIO 0€30M1acCHOCTD
BalllMX JeTEH.

O6wume npaBuna ans poauTteneun

1. He3aBucumo oT Bo3pacta pebeHKa HCIOJB3yWTE MPOrpaMMHOE OOeCIedeHre, MOMOTaloIIee
GWIbTPOBaTh W KOHTPOJIMPOBATH HH(MOpMAIMIO, HO HE IMOJIaraiTeCh IMOJHOCThIO Ha Hero. Baie
BHUMaHHE K PEOCHKY - TJIABHBIA METO/I 3aIUTHI.

2. Ecniu Bam pebeHOK HMeeT akKayHT Ha OJHOM U3 coluaiabHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTEeNbHO H3Y4YHTE, KaKyl0 HH(OPMALMIO MOMEUIAIOT €ro
YYaCTHUKH B CBOUX NMPOGMISIX U Osiorax, BKItodas ¢pororpaduu u BUIEO.

3. TlpoBepbTe, ¢ KakuMu JpYTMMM caiiTaMH CBsi3aH COLMAJIbHBIN cepBuc Barmiero peGeHka.
Crpannuku Bamero peGeHka Moryt ObITh 0e30MacHbIMH, HO MOTYT M COAEp)KaTh CCBUIKM Ha
HEe)KeJlaTeJIbHbIE M ONacHble CalThl (HalpuMep, MOPHOCANT, WM CalT, Ha KOTOPOM APyl YHOMHHAET
HOMep coToBoro Tenedona Bamiero pedenka niau Bam nomaniauii aapec)

4. oowupsiiite Bammx aerei coodmars 000 BCEM CTPAaHHOM MJIM OTTAJIKUBAIOLIEM U HE CIUIIKOM
OCTpO pearupyiiTe, Korja OHH 3TO JEJAIOT (M3-3a OMAceHus MOTEepATh AocTyn K MHTepHeTy netu He
TOBOPST POJUTENSIM O MpodJIemMax, a Takke MOTYT HauaTh MCII0JIb30BaTh VIHTEpHET BHE JOMa U IIKOJIbI).

5. ByneTe B Kypce ceteBoil ku3Hu Bamero pebenka. MHTepecyiitecs, KTo UX Apy3bs B MHTEpHET
TaK )K€, KaK HHTEPECYETECh PEabHBIMU JIPY3bSIMH.

BospacTt ot 7 go 8 net

B UnrtepHete peGeHOK cTapaeTcs MOCETUTh T€ WM WHBIE CAlThI, @ BO3MOXKHO U YaThl, pa3pelieHne
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Ha MOCEIICHUE KOTOPBIX OH HE MOXy4duia Obl oT poauteneil. IloaTroMy poanTensiM ocoOEHHO IMOJIE3HBI
OyAyT Te€ OTYeTbl, KOTOpbIE MPEIOCTABISIIOTCA NPOrpaMMaMH I10 OIPAHWYEHHUIO HCIIOJIb30BaHMS
Wutepnera, T.e. Pogurenbckuii KOHTPOIb WM TO, YTO Bbl CMOXKETE YBHJIETh BO BpeMEHHBIX (paiinax. B
pesyinbTare, y pebeHka He OyJeT OUIYIIEHHUs, YTO 3a HUM BEAETCS MOCTOSIHHBIM KOHTPOJb, OJHAKO,
poauTenu OyAyT MO-TIPEeXHEMY 3HATh, KaKHE CAWThI MOcCEIaeT ux pedeHok. /letw B JaHHOM Bo3pacTe
00J1aZjaf0T CUJIBHBIM YyBCTBOM CEMbHU, OHU JOBEPUYMBBI U HE COMHEBAIOTCSA B aBTOpUTETax. OHU JIIOOAT
UTPaTh B CETEBBIC UIPHI U IIyTEIIECTBOBATH 110 MIHTEpHETY, UCIIOJIB3Ysl JIIEKTPOHHYIO II0YTY, 3aXOJUTh Ha
CaMTBI U YaThl, HE PEKOMEHI0BAHHBIE POIUTEISIMH.

Cosetbl 110 Oe3omacHocTH B cetu UHTEepHeT /u1s nereid 7 - 8 ner

1. CoznaiiTe ciucoK JOMAaIIHUX IIPAaBUJI OoceleHus IHTepHeTa pu ydacTuu JeTel u TpeOynTe ero
BBITIOJTHEHUS.

2. Tpebyiite ot Bamero pebeHka coOar0eHIS BPEMEHHBIX HOPM HAaXOXIACHMS 32 KOMIIBIOTEPOM.
[Tokaxwure pebeHky, uto Bel HaOmogaeTe 3a HUM He TTOTOMY 4TO Bam »3T0 X04ercs, a motomy uto B
0ecroKoUTECh 0 ero 6E30MaCHOCTH U BCET/Ia TOTOBBI €My IIOMOYb.

3. Komnblotep ¢ mnoaxmoueHueM K MHTepHETy OOJDKEH HaxOAMTbCs B OOIIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENECH.

4. HCHOHBBYﬁTe CIICHHUAJIBbHBIC NJCTCKHUEC IIOMCKOBBIC MAallIMHBI.

5. Hcnonb3yiiTe cpeicTBa OJOKUPOBAHUS HEKEIATEIHHOIO KOHTEHTAa KakK JIOMOJIHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIO.

6. Co3pgaiiTe CeMEWHBIN SJICKTPOHHBIA SIIUK, YTOOBI HE TO3BOJIUTH JIETSIM HMETh COOCTBEHHBIC
azapeca.

7. brnokupyiiTe mgocTynm K caiitaM ¢ OeCIUIaTHBIMH TIOYTOBBIMHU SIIUKAMHU C TOMOIIBIO
COOTBETCTBYIOIIETO IPOrPaMMHOTO 0OeCTIeyeHUsI.

8. Ilpuyuure nereil coBeroBaThcsi ¢ Bamu mepen omyOnukoBaHuMeM KakoW-mubo0 uHbOpManuu
CpeACTBaMU 3JIEKTPOHHOM MMOUTHI, YaTOB, PETUCTPALMOHHBIX (POpM U mpoduIIei.

9. HayuuTe neteil He 3arpyxartb (paiisipl, IpoOrpaMMbl MJIM MY3bIKY 0€3 Balllero COriacHusl.
10. He paspemaiite aeTsM HCIOJIB30BaTh CIYKObl MTHOBEHHOT'O OOMEHA COOOIICHUSIMHU.

11. B "Oenbiii" criucok caliToOB, pa3pelIeHHBIX ISl OCEUIEHHs, BHOCUTE TOJIbKO CAalThl C XOpoIIei
penyranuen.

12. He 3a0biBaiiTe OecemoBaTh ¢ AeThbMU 00 UX Npy3bsix B MHTepHETe, Kak eciu Obl peyb Imuia o
IpY3bsiX B peaJbHOM )KU3HU.

13. He nenaiite "taOy" U3 BOMPOCOB IMOJIOBOM HU3HHU, TaK Kak B VIHTepHeTe IeTH MOTYT JIETKO
HATKHYTHCS Ha IOPHOTpaHIo UM CalThl "1 B3pOCHbIX".

14. Ilpuyuute Bamiero pebenka cooOmaTh BaM O JIOOBIX yrpo3ax WM TPEBOTax, CBS3aHHBIX C
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Nurteprerom. OcraBaiiTech CIIOKOMHBIMA M HAIIOMHHUTE JIETSM, YTO OHU B 0€30MACHOCTH, €CIIH CaMU
pacckazaiy BaM O CBOMX TpeBorax. IloXxBajmTe MX W TOCOBETYHTE MOAOWTH €Ile pa3 B MOAOOHBIX
Cly4asx.

Bo3pacTt geten ot 9 o 12 ner

B nanHOM Bo3pacTe neTH, Kak MpaBUIIo, Y)KE HACIBIIIAHBI O TOM, Kakasi HHPOpMaLus CyIIeCTBYET B
WNurtepuere. CoBepLIEHHO HOPMAJIBHO, YTO OHU XOTAT 3TO YBMJETh, IPOYECThb, ycislaTh. [Ipm sToM
HY>XHO IOMHUTb, YTO JIOCTYII K HEXeNaTeJIbHBIM MaTeprajaM MOKHO JIETKO 3a0JIOKMPOBAThH IPU OMOIIN
cpencTB PonuTenbckoro KOHTpOJIS.

CoBeTbl 10 0€30I1acCHOCTH U1 nereit ot 9 1o 12 ner

1. Co3paiiTe CrIMCOK JOMAIIHUX MpaBui noceueHus: HTepHeT npu yyactuu aereil u Tpedyiite ero
BBITIOJTHEHUS.

2. TpeOyiite ot Bamero pedenka coOII0CHIS HOPM HAXOXKICHHS 32 KOMITBIOTEPOM.

3. HaGnromaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, TIOKaKUTE eMy, 4To Bbl GecriokonuTech
0 ero 0€e30MaCHOCTH U BCEI/la TOTOBBI 0Ka3aTh €My ITOMOLb.

4. Komneiotep ¢ mnoakmoueHueM B VIHTepHET IOJDKEH HaXOAWUThCsl B OOIIell KOMHaTe IOA
IIPUCMOTPOM POJUTENECH.

5. Ucnonw3yliTe cpencrBa OJOKMPOBAaHUS HEXKENATEIBHOTO KOHTEHTa Kak JIONOJIHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe npMHUMaTh HEMOCPEACTBEHHOE y4acTUe B )KU3HU pebeHKa, OeceloBaTh C AETbMHU
00 ux npy3psax B HTepHerTe.

7. HacrauBaiite, 4ToObl J1€THM HHMKOIJa HE COIJAIIAIIMCh Ha JIMYHBIE BCTPEUM C JPY3bSIMH IO
WNHtepHery.

8. [To3BounsiiTe AETSIM 3aXOUTh TOJIBKO HA CalThI U3 "0enoro" crnucka, KOTOPBI co3/1aliTe BMECTE C
HUMH.

9. Ilpuyunte feTell HUKOT/Ia HE BbIaBATh JINYHYIO HHPOPMALIMIO CPEACTBAMU JIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHa COOOUIEHUSIMH, PErUCTPALIMOHHBIX (POPM, TUUYHBIX NPOPHIIEH U IPU
perucTpanyy Ha KOHKypcel B IHTepHeTe.

10. Ilpuyunte nereit He 3arpyxarb mporpammel 6e3 Bamero pasperienus. OObICHUTE UM, YTO OHU
MOTYT CIy4YaifHO 3arpy3UTh BUPYCHI UITU APYTO€ HEXKeNaTeIbHOE MPOTpaMMHOE 0OecTieueHHeE.

11. Co3pnaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3allUCh JJis paOOThl HA KOMITbIOTEpE.

12. Ilpuyuure Bamiero pebenka cooOmarh BaM O JIFOOBIX yrpo3ax WIM TPEBOIax, CBSI3aHHBIX C
WNuTtepuerom. HamomuuTe AeTsM, 4To OHU B 0€30MIaCHOCTH, €CIIM CaMH PaccKaszalld BaM O CBOMX TpeBOrax
U ONIaCEHUSX.
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13. Pacckaxxkure aetsm o nopHorpaduu B UnTepHere.

14. HacrauBaiiTe Ha TOM, YTOOBI JACTH NPEAOCTABIISIIN BaM JOCTYIl K CBOCH AJICKTPOHHOW IMOYTE,
9TOOBI BBl YOCIMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE NEeTSIM, YTO HEJNb3s HCIIOJIb30BAaTh CETh [UIsl XYJIMTaHCTBA, PACIpPOCTPAHEHUS
CIUIETEH WIH yIpo3.

Bo3pacT getenn ot 13 no 17 ner

B sTOoM BO3pacTe moApOoCTKH aKTUBHO MCIIONb3YIOT IOMCKOBBIE MAIIUHBI, IT0JIb3YIOTCS 3JIEKTPOHHOM
MIOYTOM, Cily’)k0aMU MTHOBEHHOT'O OOMEHa COOOILEHUSMH, CKAUMBAIOT MY3bIKY U (puiibMbl. Manbunkam B
3TOM Bo3pacTe OOoJjblle MO0 HpaBy CMETaTh BCE OTPAHMYEHUS, OHM JKAXKIYT rpyOOro HoMopa, a3apTHBIX
Urp, KapTHUHOK "nmis B3pocibix". JIEBOUKM MPENNoYnTaloT oOmIaThCsl B yaTax, MPU 3TOM OHHM ropasfo
0oJiee UyBCTBUTEIBHBI K CEKCYaJIbHBIM JIOMOTaTeNIbCTBAaM B MIHTEpHETE.

3ayacTyro B JAHHOM BO3pPacTe POAUTENSAM yXe BeChbMa CI0KHO KOHTPOJUPOBATh CBOUX JETEH, TaK
Kak 00 lIHTepHeTe OHM YK€ 3HAIOT 3HAUUTENbHO OOJbllle CBOMX poauteneil. Tem He MeHee, He
otnyckaiTe nered B "cBoOonHoe IutaBaHue" mo Murepnery. CrapaiiTech aKTUBHO Y4acTBOBaTh B
obmenun pedbenka B MIHTEpHETE.

Baxxo no-npexxuemy ctporo co0xroaath npasuia MHTepHET-6€3011aCHOCTH - COIJIallIEHUE MEXy
porutenssMu U JetbMu. Kpome TOro, HeOoOXOAMMO Kak MOYKHO Yalle NpPOCMATPUBaTh OTYETHI O
nesrenbHocTH netel B MHTepHere. Cnepyer oOpaTUTh BHUMaHME Ha HEOOXOJMMOCTb COZIEp)KaHUS
POIUTENbCKUX Taposiel (mapoJied aJIMUHUCTPATOPOB) B CTPOIOM CEKpeTe U oOpaTUTh BHHMaHUE Ha
CTPOTOCTh 3TUX HapoJieil.

Cogertsbl 110 0€30MacCHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3pgaiiTe cnMCOK JOMAIHUX MpaBWJ MOcelleHus VHTepHeTa MpH y4yaCcTHMHM MOJPOCTKOB U
TpeOyiiTe 6e3yCIOBHOIO €ro BbINOJIHEHUsA. OOroBopure ¢ peOEHKOM CIHCOK 3allPELIeHHBIX CaiToB
("uepHblii crincok"), yacel paboTsl B IHTEpHETE, pyKOBOJACTBO 1O oO1ieHuto B lHTepHeTe (B TOM uncie B
yaTax).

2. KoMmnbtorep ¢ noaxitoueHueM K cet IHTepHeT JoJIKeH HaxOUThCs B O0IIel KOMHATE.

3. He 3a0wiBaiiTe OecenoBath ¢ JeThbMH 00 UX JIpY3bsiX B IHTepHETE, O TOM, YEM OHU 3aHSTHI TAKUM
obOpa3om, OyATO pedb HJAET O IPY3bsX B peaibHOU ku3HU. CIpaliuBaiTe O JIOIIX, ¢ KOTOPBIMU JIETH
OOIIAFOTCS MOCPECTBOM CITY’K0O MIHOBEHHOTO OOMEHa COOOIIEHUSMHU, YTOOBI YOSTUTHCS, YTO ITH JIFOAU
UM 3HAKOMBI.

4. Vcnone3yiiTe cpenctBa OJOKHMPOBaHMS HEXKENATEIbHOIO KOHTEHTAa KakK JONOJHEHHEe K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

5. HeoOxomumo 3HaTh, KaKMMH 4YaTaMu MoOJb3ytoTcs Bammu getu. [loompsiite ucmoiib30BaHHE
MOJICPUPYEMBIX YaTOB M HaCTaWBaMTE, YTOOBI JETH HE OOIIAIINCH B IPUBATHOM PEXHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI ACTH HUKOTrJa HE BCTPCHAJIUCH JMUYHO C JPY3bsAMU U3 CCTHU
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HNuTtepner.

7. IlpuyunTe neTell He BBIAABATh CBOIO JIMUHYIO MH(OPMALUIO CPEICTBAMHU DIICKTPOHHON MOYTHI,
94aTOB, CUCTEM MIHOBEHHOT'O 0OMEHa COOOIIEHUSMH, PETUCTPAIIMOHHBIX (DOPM, IMYHBIX MPOPUIIECH U TPU
perucTpaniy Ha KOHKYpChl B IHTepHeTe.

8. Ilpuyuute aereit He 3arpyxarb nporpammsl 6e3 Bamero paspemenusi. OObSICHUTE UM, YTO OHU
MOTYT CIy4yailHO 3arpy3UTh BUPYCHI UITU APYTO€ HEXKeNaTeIbHOe IPOrpaMMHOe 0OecIieyeHHe.

9. Ilpuyunte Bamero peOeHka cooOmiaTe BaM O JIIOOBIX Yrpo3ax WM TPEBOrax, CBS3aHHBIX C
WuTepHerom. HanoMHuTe I€TSIM, 4YTO OHU B OE€30IIACHOCTH, €CJIM CaMU paccKas3alli BaM, O CBOUX YIpo3ax
M TpeBorax. [loxBanuTe UX U MOCOBETYITE MOAOWTH €IlI€ Pa3 B MOJOOHBIX CIIydasix.

10. Pacckaxute getsim o mopHorpaguu B MutepHete. [lomMorure uMm 3alIUTHTBCS OT Clama.
Hayunte nmoapoctkoB He BbljaBaTh B MIHTEpHETE CBOErO peaibHOrO SJIEKTPOHHOTO ajipeca, He OTBEYaTh
Ha HEe)KeJaTeNbHbIE MMChMa M UCIIOJIb30BATh CIIEHUATbHBIC TTOYTOBBIE (PHIIBTPHI.

11. Ilpuyunte ceOs 3HAKOMUTBHCSA € cCallTaMU, KOTOPbIE TIOCEUIAIOT MOJPOCTKH.

12. Haqu/ITe nerei yBaXaThb APYI'UX B MHTCPHCTC. y6CI[I/IT€CB, 4TO OHH 3HAKOT O TOM, 4YTO IIpaBHJIa
XOpowero moBCACHUA I[ef/'ICTBYIOT BE3C - 1AKC B BUPTYAJIbHOM MHUPC.

13. OObscHUTE OETSIM, YTO HU B KOEM CiIydae Hellb3s HCHojb30BaTh CeTh JUIsl XYJIMTaHCTBA,
pacrpoCTpaHEHUs CIUIETEH UM YTPO3 APYTHM JTIOASM.

14. Ob6cyaute ¢ TOAPOCTKaMU MPOOJIEMBbI CETEBbIX a3apTHBIX WUIP M HMX BO3MOXKHBIA PHUCK.
Hamomuure, 4T0 1€TH HE MOTYT UTpaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpoONUpYiiTe ucnonb3oBanue MuTepHeTa Bammm pedbenkom! 310 He HapylIeHHE €ro
JUYHOTO TPOCTPAHCTBA, a Mepa MPEIOCTOPOKHOCTH M IposiBIeHWE Bameld poauTenbeKou
OTBETCTBEHHOCTHU U 3a00THI.
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